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ormed and inspired by the ever- expondlng capabilities of the internet. But we also
understanding what dangers

all want to continue bes ng info

sc‘-_-gua. d ourselves against the growing amount of online hazards. Knowing what is fact
steps can go a long way towards protecting yoursalf and your family. National Online Safety has collaborated with the Yorkshire
and Humber Regional (‘vbw Crime Unit to compiie 10 pointérs to help you kee

appropriate

1. Spot Phishing Bait

Phishing messoges are wnmgom mass emails asidng
for sensitive information (2.g. USErnomaes, passwonds,
bonk detolis) or encouraging recipients to visit a foke
websie. It's sofest o leam the waming signs of phishing
ond increase your child's oworeness. Teo good to be
true? Speling or punctuation emars® Odd sense of
wgency? These cre ofl red fiogs. Don't click on inks or
folow demands: if you're unsure, contoct the oficial
company directly online 1o enguire further.

3. Encourage Strong Passwords |

Weak passwords make it faster and easier for
SOMACNO to Gain 0coess to your online accounts or
get controd of your device - giving them a route to
your persanal indormation. For o suorvg possword,
national guidance recommaends using three random
words (0.g. bettiegaragepylons). Consider paying for
your child 10 occess o password manager.
Encourage them to hove a separate possword foe
their email occount. Ensure the wihale fomily uses
two-factor authertication whare possible.

S. Back up Your Data

Some cyber attocks can leod 10 the theft or deletion
of impartort {ond possibly sensitive) data or loas of
fes (like photos and videos) that cant be repioced
Bocking up your data to the clowd - or to another
device - will help prevent doto koss if you ever
become the victim of a cyber attack. Where poasible,
st your child's devices 1o boack up automatically
AlS0 encourage them to back up thedr data prior to
instaliing any updates.

7. Take Care When C‘natting

Criminals may look to manipulate cthers online
ond coerce them into using thelr talents or cyber
skills for unethicol means. Try to get your child to
be open about who they are talking to onine.
Communication tools such as Discoed are
popuiar among gamers - but be cautious of the
other pecple using them, and ensure you know
who your child is chatting with

)
9. Understand Their Motivations

Those being influenced onfine 1o use thasr skdis
unethically may display certoin key woarning signs
Sudden evidence of new-found weolth /umxplonod
new clothes or devices, for ruompla] secrecy around
their ondine behvaviour or boasting of new online
Friendships are all couses for concarm. it in doubt,
refer through to your regional cyber crime team.
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The Yerkshire & Humber Regional Cyber
Crimne Unit (YHRCCU) works with the National
Crimne Agency (NCA) and other partness, in
the UK and cbroad, to investigote and prevent
the most serious cyber crime offences.
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2. Don't Over-Share

I3 your child sharing too much on social media® Do
they post things about their private e, uplooad
imoges of your homae, or discuss their iriendships
and relotionships online? Criminals will gather this
indormation and may try to use it for identity theft
or other offences such as roud. To combot this,
ensure your child's privacy settings mean they are
only sharing information with famdy and close
friends. Use paremod controls where oppropriate.

Pecple often put off instoling updates to cpps of
software because they don't feel it's necessory, it
con be time consuming, or could couse problems
with programmes they rely on. But updates help
protect users irom recently discovered
vuinerabiities to malware. You can usually set
them to run outomatically - encourcge your child

0 select this option. Ensure updates are installed
Qs 300N 0s posasible after you're notified they‘re
ovaliable

6. Be Wary of Public WiFi

Free public WiFl is commonpiace - but it's often net
Secure and sends unencrypled dolo via the network.
A hacker on the some network could access personal
data (like Snancial indormation) without you even
reclising they'd done s0. To ovoid this, sug‘gom 1o
your civid thot they use their 36 or 46 mobile data
when theyre out and about, rather than free WIFL
Consider purchesing a VPN (Virtual Private Network)
where possible

8. Recogm'se Waming Signs

Often, budding cyber experts will refish the challenge

of testing themselves or ecrning recognition from

peers for their exploits. Even principled ‘white-hat

hockers will look to test thair skills cndine. If you think

your child is imorested in ho-.kmq. try to understand

what their motivetion is. You could encouroge their
rticipation in ethical competitions such as bugy
unties.

-

10. Know the Consequences Sl

Many young pecple may feel thot hacking is
essentioly a Eght-hearted prank, and not
especialy serious. S0 moke sure your child is
aware of the implications of a conviction under
the Computer Misuse Act - not only the possibiity
of a criménod record, but giso lifelong trovel
restrictions and damage to their future career or
educationol prespects.
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