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One of the primory consequences for victims of
an emal scam ks the financial cost. ¥ you oo
cick on O scom emcll and dsdiose any persons
irdormartion, it can then De used 10 ok MoOney
from occounts belbbnging 1 you and your

farmi M"g:““m’! whet infomaton
e cyber Crrmenols oblain, B coudd result in
significont ond for-reaching financiol loases
ond personct stess.

Hijacked Accounts

Arother sigraficant sk i falling victirm
Identity thefl If o scammur manages o coguine
your usermones and passwonds, they would
wen have occen o f ohline ocoounts -~ and
hary could eflectively pretend o be you. This
ould have o modsive negalive impoct
changes were mode 1o your cocount, for
inslance, o the scammer communostied with
your comocts whike poaing as you

Viruses and Malware

A porticularly devasbng hosord with scam
emalls i thot some linikes, when dicked o, couls
resull rous Viruses or maiwarne being
dowrioo: onln your devices, This coukd
enciv scammers o harvest valuotle
informattion witheut your conset (ond
soerwtimes even without your krowiedge) or
prevent you from occessing the device
oliogether, mdiceg 4 unusable

Ancther danger of scam emals & tha, i etreme
Oaaed, They coulid ulimaisdy leod 1o a Prect o
your physicol welibeing. I soemecns i
demnanding 1o meet with you and has ot csssed
your persond iformation (your address, for

wecrrpie) they coukd attermgt to cordront you in
person - it of course ant

dongerous. Losing control of serstive information
could Pt you In 0 vulrerable postion.

Nevwr vt arvy persond information o websites thot
you are unfamiiicsr with. Il you weee recirected onto o
= cerlan poge by chck @ knk in an emal, entenng your
personal detols could Bwn give away your locotion o
other iy infoemobion Lo the scammes. Thes could then
L you in physicd danger a3 the cyber criminals would
exnclly miere o find and approoch you.

Pay close aftention to arry speliing misicloss or
grammatiod errors. Mary soam erralls con be spotied B
woy, a3 they often lesd to conlomn Bwse types of rrestokes. -
Malke sure your chld knows that il they 30 spot Uhis sort of
tel-toke etror ond i ot sune who B emal come kom, R o
Qood ided 10 either delite Tw emal of reportit 1 ¢ brusted
it 1o prevent arry potsithe fulure haem.

I you ore urdamiics mith the sender, it's salest 1o sinply l
hot open am emoll When an emoll maies you woary, mork
ites junk (1o reduce the chance of any recurring issues) r
end delete it Awareness of phishing is the primary
method of defence ogorat malcous enali. Once
OO Kows Pow o enlily and deal mith scam

emacia, they cre for lexs Boely to foll prey 10 then i future.

H you or your child ever see oy et as otiochments on ermails that you are uncerican
aboutt, do not dowmnioad tham or even chick on Dhanm this could resull i your sysiernra -
being infiltroted. if your devices ot horne do not clready have anti-virus soltwore, you

should instoll sor and eraeee i s reguiady updated. This will help you lo detect ond
remove any dongerous fles a1 soon as passible
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Il you or your child wish Lo viafl 0 porSouiar webaite, £73 scaflest o avosd diclang on a bnk in

en email to tales you there. insteod, ind the sibe threugh your secrch eor manually
type the oddee into your Browser. This signifcanty reduces the poxaibility of being
rediFecied 1o a bogus metaste where froudaters could capture your personal information
ofter you enter i -
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